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(Also the agenda for the Mayoral Committee Meeting : 27 June 2018)

2.

COMBINED ASSURANCE POLICY FRAMEWORK 2018/2019

2/B

A Riddles (028) 313 5044 Corporate Head Office
18 May 2018

1. Executive Summary

To obtain Council’s approval for the Combined Assurance Policy Framework,
that has been reviewed by the Risk Management Committee.

2. Service Delivery and Budget Implementation Plan - IGNITE

Directorate: Management Services
Risk Management Unit

3. Compliance with Strategic Priority
The provision of democratic, accountable and ethical governance

4. Delegated Authority
None

5. Legal Requirements
None

6. Background
Combined assurance ensures that a co-ordinated (combined) approach is
applied in receiving assurance on whether key risks are being managed
appropriately within the municipality. The Combined Assurance Policy
Framework will be used as a guide to construct the Combined Assurance
Model. The Combined Assurance Champion will be the Chief Risk Officer and
as such, the Risk Management Committee should be in charge of oversight
over combined assurance.
Principle 15 of King IV recommends that the governing body (Council) should:
= Ensure that assurance services and functions enable an effective control

environment and that these support the integrity of information for internal
decision-making and of the organisation’s external reports.



68

AGENDA of the

Portfolio Committee : Management Services

19 June 2018

(Also the agenda for the Mayoral Committee Meeting : 27 June 2018)

= Oversee the combined assurance model for effective cover of significant
risks and material matters through line functions, internal audit, independent
external assurance providers and regulatory inspectors.

= Assess the output of combined assurance with objectivity and professional
scepticism, apply an enquiring mind and form opinion on integrity of the

reports and the degree to which an effective control environment has been
achieved.

The Combined Assurance Policy Framework will be reviewed annually by the
Risk Management Committee and only tabled to Council for approval if
significant changes are required.

During the 2018/2019 review, the Combined Assurance Policy Framework has
been aligned to the practical application of combined assurance within
Overstrand Municipality and the desired contents of the model. The only
significant addition is the requirement that Internal Audit Services must express
an opinion on the adequacy of the assurance coverage and recommend the
adjustment of coverage, if necessary, to the Combined Assurance Champion.
GENERAL EXPLANATORY NOTE :

[ ] Words in bold type in square brackets indicate omissions from
existing enactments.

Words underlined with a solid line indicate insertions in existing
enactments.

7. Financial Implications
None
8. Staff Implications
None
9. Comments from other Departments, Divisions and Administrations

The Chief Audit Executive supports the requirement for Internal Audit Services
to express an opinion on the assurance coverage.

Chief Audit Executive: Mr D van der Heever — (028) 313 5035
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10.Annexures

Annexure A: Overstrand  Municipality = Combined  Assurance
Framework 2018/2019

RECOMMENDATION TO THE COUNCIL:

that the Combined Assurance Policy Framework be approved.

RESPONSIBLE OFFICIAL : A RIDDLES

TARGET DATE FOR IMPLEMENTATION : 1 JULY 2018

Policy
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THIS MATTER SERVED BEFORE THE JOINT PORTFOLIO COMMITTEE ON
19 JUNE 2018, WHICH COMMITTEE RECOMMENDED AS FOLLOWS:

RECOMMENDATION TO THE COUNCIL:

that the Combined Assurance Policy Framework be approved.

RESPONSIBLE OFFICIAL : A RIDDLES

TARGET DATE FOR IMPLEMENTATION : 1 JULY 2018
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GENERAL EXPLANATORY NOTE :

[ ] Words in bold type in square brackets indicaie omissions from
existing enactments.

7 Words underlined with a solid line indicaie insertions in existing
enaciments,

Page1of9



N o ok W=

8.2.
8.3.
8.4.
8.4.
8.5.

10.
11.

71

Table of Contents

INtrOdUCHON ...
Purpose of the Document ..............coccceivvienecncieeees
The Definition of Combined Assurance.........................
The Definition of a Combined Assurance Model...........
Background Information...........cocoove
Benefits of Combined Assurance..........ccccccveveeevninennn,
Role players in Combined AssUrance..........cccocoeevevnnnns
APPrOACh...... e
Step 1: ldentifying the Drivers.......c..ccoo v,
Step 2: Assess Potential for Combined Assurance.......
Step 3: Application of Residual Risk Exposure .............

Step [3]4: [Test]Determination of the Coverage of Assurance..........oc...coeeee..

[Step 4: Risk FOCUS .....oovvoieiice e
Step 5: Combined Assurance Application.....................
[Culmination of the Process]Policy Directive.................
Roles and Responsibilities...........cccocvveee e,
Review of the Combined Policy Assurance Framework

Page 2 0of 9



72

1. Introduction

The Combined Assurance Model aims to inform, in a simple manner, on the
effectiveness of assurance providers and fo create confidence in the assurance
provided over key organisational risks.

2. Purpose of the Document

A framework is defined as a conceptual structure intended to serve as a guide for the
building of something that expands the structure into something useful. The
Combined Assurance Policy Framework is a guide that must be adapted according to
the structure, complexity and capability of [each]the Municipality.

3.  The Definition of Combined Assurance

Combined assurance can be defined as “Integrating, coordinating and aligning the
risk management and assurance processes within the Municipality to optimise and
maximise the level of risk, governance and conirol oversight over the Municipality's
risk landscape.”

4. The Definition of a Combined Assurance Model

The Combined Assurance Model can be defined as “The planned approach to
assess the extent and adequacy of assurance coverage on key organisational risks
and reporting thereon to the Risk Management Committee, Audit Committee and
Municipal Council.”

Management

5. Background Information

For each organisation there are various assurance providers that either directly or
indirectly provide certain assurances over the effectiveness of the controls that
mitigate the risks identified during the risk assessments.
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The concept of combined assurance is supported by the King IV Code (principle 15)
which states that the governing body should ensure that assurance services and
functions enable an effective control environment, supporting the integrity of
information for internal decision-making and of the organisation’s external reports.

6. Benefits of Combined Assurance

Identifying all direct and indirect assurance providers;

® Agreement on standards and a coordinated approach by all role players
involved in providing assurance;

® Better understanding of the key risks;

® Understanding who provides assurance over key risks;

® Aligning assurance to the key risks, resulting in coordinated and relevant
assurance efforts focusing on the key risks;
Comprehensive and prioritised tracking of remedial actions;

® Reducing repetition of reports reviewed by different committees and overall
improved reporting;

7.  Role players in Combined Assurance
Some of the role players in combined assurance include the following

Risk Management Committee (RMC)

Joint Audit and Performance Audit Committee (JAPAC)
Risk Management Unit

Internal Audit Services

External Auditor / Auditor-General

Performance Management Unit

Legal Services L
Information and Communication Technology Function
Management

Occupational Health and Safety Function
Government depariments, entities and regulators
Municipal Council

2 @ & & © e & e @ e & @

8. Approach

A five-stage process should be employed in ensuring the success of a combined
assurance model.

8.1. Step 1. Identifying the Drivers

Step 1 entails the Municipal Manager identifying and assigning a Combined
Assurance Champion.

The Chief Risk Officer will be the Combined Assurance Champion, who will
coordinate the process and ensure process continulity.

Page 4 0f ¢
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8.2. Step 2: Assess Potential for Combined Assurance

The second step entails establishing a high level understanding of who the
Assurance Providers are for the risk exposures facing the municipality, i.e. an
assurance profile should be documented.

Ideally, Assurance Providers should be separated in terms of first, second and third
lines of defence ie. management-based assurance, risk and compliance-based
assurance and independent assurance and oversight respeciively.

The three lines of defence are elaborated as follows:
e First line of defence (Management based assurance):

Managers, the risk owners, are responsible for ensuring the managing of the risk and
are termed the “first line” assurance providers.

The first line of defence is best suited to offer broader assurance coverage.
e Second line of defence (Risk and compliance based assurance);

The second line of defence comprises corporate functions such as Risk
Management, Sirategic Services (IDP), Performance Management (SDBIP),
Occupational Health and Safety, Legal Services, Information and Communication
Technology, Contract Management and [other Compliance Officers as per internal
Control Units]Asset Management (insurance).

The preceding list is currently utilised within the Combined Assurance Model.
However, this is not static in nature or fully exhausted, hence the annual review of
this policy framework. '

e Third line of defence (Independent Assurance and Oversight)

The third line of defence [may be categorised in terms of] provides independent
assurance and oversight on the functioning of the governance, risk and control
environment maintained by the first and second lines of defence.

internal Audit Services and the Auditor-General are independent assurance
providers. National, Provincial and District government departments, entities and
regulators that independently perform their functions may also be classified as third
line_assurance providers. (e.g. Blue Drop Certification by Department of Water and

Sanitation)

Oversight bodies [can]consist of internal and external bodies. Internal oversight
bodies include the Risk Management Committee, Joint Audit and Performance Audit
Committee and Municipal Council {(including Council committees). External oversight
bodies can include National, [and]Provincial and District government departments,
entities and regulators and applicable chapter 9 institutions.

The preceding list is currenily utilised within the Combined Assurance Model.
However, this is not static in nature or fully exhausted, hence the annual review of
this policy framework.
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8.3. Step 3: Application of Residual Risk Exposure

In the third stage a full understanding is established of what assurance is currently
being provided and what needs to be provided based on all risk levels (strategic,
operational, project, incident, emerging) of the Municipality. This step is informed by
a comprehensive risk assessment which informs the next step in the process,

Here, the different lines of defence will respond to the identified risks {as per
selection above risk appetite) and detail work actually performed and the expected
assurance. It becomes imperative for the risk actions to be relevant to and address
the _most important risks of the Municipality which should be managed on a
consistent basis. Risk information should be regularly and centrally maintained.

it is not feasible to consider all identified risks in the Combined Assurance Model. lt
is recommended that the limit is set in terms of the residual risk rating. The residual
risk rating will therefore be the criteria for incorporation in the Combined Assurance
Model. This approach will simultaneously ensure that the assurance is worth the
cost.

8.4. Step [3]4: [Test]Determination of the Coverage of Assurance

The [third)fourth stage in the process is to [test]update the coverage of assurance.
Although it is formally reported on a quarterly basis, monthly interventions are
requirediprovided] through interaction with recipients and assessment of reports to
establish what is being done, how often it is being done and for what reasons. This
[test]will ensure coordination of efforts and eradicate duplication.

8.4. [Step 4: Risk Focus

In the fourth stage a full understanding is established of what assurance is
currently being provided and what needs to be provided based on the strategic
and operational risk profiles of the Municipality. This step will allow a detailed
analysis to be developed and to inform the next step in the process.

Here, the different lines of defence will be mapped to the identified risks and
detail work actually performed and the expected assurance. it becomes
imperative for the risk profile to be relevant to the Municipality and managed
oh a consistent basis. Risk information should be regularly and centrally
maintained.

it is not feasible to consider all identified risks in the Combined Assurance
Model. It is recommended that the limit is set in terms of the residual risk
rating. The residual risk rating will therefore be the criteria for incorporation in
the Combined Assurance Model. This approach will simultaneously ensure
that the assurance is worth the cost.]

8.5. Step 5: Combined Assurance Application

The final stage requires stakeholder acceptance of the approach and respective
responsibilities through identifying the recommended area of assurance and
articulating the nature of the assurance activities.
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The detailed analysis should highlight areas of extensive assurance, adequate
assurance, inadequate assurance and no assurance. The assurance coverage is

defined as follows;
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Extensive All lines of defence are respondlng to the nsk to the extent that
assurance coverage is duplicated.

Adequate There is a balance between risk severity and assurance coverage.
assurance

Inadequate The assurance coverage is insufficient to ensure effective risk
assurance management.

No assurance | The risk has eluded all lines of defence and action is needed to
respond to the risk.

The assurance provided must be credible. The independence, objectivity, conflicts of
interest, skills, experience and gualifications of the assurance provider must be

considered holistically to determine whether the assurance provided is credible.fit is

recommended that management and Council ensure that both internal and
external assurance providers are appropriately skilled and experienced to

follow an adequate approach.

The following criteria for the credibility of assurance will apply:]

_ [Criteria]Attribute | _ [IMinimum requirements]Description .
Independence/ Independent reporting lines, no recent involvement and/or
objectivity work done in the area/aspects o be audited.

Conflict of interest

In the areas/aspects in which assurance is to be provided
there should be no conflict of interest.

Skill and experience

The assurance provider should have the appropriate skills
and experience to effectively conduct the assignment.

Qualifications

The assurance provider should hold appropriate
qualifications.

[Assurance
methodology]

[A sound audit/review methodoelogy should be adopted
by the assurance provider. ldeally a risk based
approach should be followed. The reported findings and
opinions should be supported by adequately
documented working papers/audit traiis.]

[Accreditation
body/ registration]

[Ideally, the assurance provider should be accredited or
registered with a recognised accreditation body for the
areas/aspects over which he/she is providing
assurance.]

Management and Council should ensure that both internal and external assurance

providers are appropriately skilled and experienced to follow an adequate approach.

Lastly, an annual process must be developed to evaluate and report to the Risk
Management Committee on the adequacy, effectiveness and efficiency of the

development and implementation of the Combined Assurance Policy Framework.

Page 7 of 9
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9. [Culmination of the Process]Policy Directive

[The aforementioned process [canjmust be documented and reflecied in a
Combined Assurance Model. The Model details the three lines of defence which [is
mapped to the risk profile of the Municipality] which should be responded to in
terms of risk actions as per risk formulation and assessment processes. The cross
reference will then detail the assurance coverage. [Judgement can be made on
over or under assurance and adjustments may be made accordingly.] The
Model will be used for quarterly reporting processes (monthly interventions still

required).

The quarterly process institutes the platform to evaluate and report to management
on the adequacy, effectiveness and efficiency of the development and
implementation of the combined assurance policy framework.

Internal Audit Services must express an opinion on the overall assurance coverage
and recommend the adijustment of coverage (in terms of structures and processes of
the Combined Assurance Model), if necessary, to the Combined Assurance

Champion,

10. Roles and Responsibilities

The table below summarises the roles and responsibilities:

_ Role player | . Roles and responsibilities
Accounting Apponnts the Chief Risk Ofﬁcer as champion of the combined
Officer assurance function.

Combined Obtain annual input from assurance providers. Complete the
Assurance [template]Combined Assurance Model in terms of risks facing the
Champion municipality and identifying the assurance providers.

Internal Audit | Express an opinion on the overall assurance coverage.[Verify the
Services capability of the assurance providers. Test for under or over

assurance coverage.] Recommend the adjustment of coverage, if
necessary, to the Combined Assurance Champion. Report to the
[other independent assurance provider and]JAPAC.

RMC Ensure and monitor the application of combined assurance and
report to the Accounting Officer and/or Council. Review and
approve the Combined Assurance Policy Framework on an annual
basis.

JAPAC Monitor the coordination and effectiveness of combined assurance
activities and provide recommendations for improvement.

11. Review of the Combined Policy Assurance Framework

The Combined Assurance Policy Framework must be reviewed and approved by the
Risk Management Committee annually. Any significant changes must be approved
by the Municipal Council.
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