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6. 
ICT SYSTEMS SECURITY POLICY 
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C Johnson Systems Development Manager 
16 September 2020 (028) 313 8190 

 
1. Executive Summary 

 
The purpose of this report is to recommend to Council the approval of the 
Information and Communication Technology (ICT) Systems Security Policy. 

 
2. Service Delivery and Budget Implementation Plan - IGNITE 

 
Directorate:  Management Services 
Department:  Information and Communication Technology 

 
3. Compliance with Strategic Priorities 

 
Provision of democratic, accountable and ethical governance 
Provision and maintenance of municipal services 

 
4. Delegated Authority 

 
None 

 
5. Legal Requirements 

 
Local Government: Municipal Systems Act, 2000 (Act 32 of 2000); 
Local Government: Municipal Finance Management Act, 2003 (Act 56 of 2003) 
[MFMA]  

 
6. Background/Discussion/Evaluation/Conclusion 

 
Background 

 
To comply with the provision of democratic, accountable and ethical governance 
it is important to have an ICT Data Backup and Recovery Policy for the 
Municipality. The policy was approved for adoption by the ICT Steering 
Committee on 12 November 2019. 

 
Discussion 

 
The policy outlines the Systems Security Policy within ICT covering all its core 
Systems, Servers and Applications within the Overstrand Municipality. 
Information security ensures that the Municipality’s ICT systems, data and 
infrastructure are protected from risks related to unauthorised access, 
manipulation, destruction or loss of data, as well as unauthorised disclosure or 
incorrect processing of data. 
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7. Financial Implications 
 

None 
 

8. Staff Implications 
 

None 
 

9. Comments from other Departments, Divisions and Administrations 
 

None 
 

10. Annexures 
 

Annexure A: ICT Systems Security Policy 
 

RECOMMENDATION TO THE COUNCIL: 
  
that the ICT Systems Security Policy be approved. 

 
 
RESPONSIBLE OFFICIAL : C JOHNSON 
 
TARGET DATE FOR IMPLEMENTATION : SEPTEMBER 2020 
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